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NOTES to the PRESENTER

This package provides you with a full, detailed script and includes a set of PowerPoint slides.  It is recommended that you familiarize yourself with the full script, but do not memorize it. 

This presentation can easily be adapted to state–specific procedures and policy.  This will enable presenters to tailor the material to meet specific audience’s educational needs and interests.  

What is Your Security IQ?

Purpose:
This hour-long presentation is designed to raise security awareness from a personal and professional perspective which has a direct and indirect affect on the Child Support Enforcement Program.  This module provides participants with an overview of those security issues they have control over and how they can directly contribute to ensuring personal, office, and data security in the Child Support Enforcement Program.

Audience: 

Child Support Enforcement Program, Policy and Systems Staff

Presenter:

Length:

Approximately 60 minutes 

Visual Aids:
PowerPoint slide presentation/transparencies



Handouts

Note To The Presenter:

Prior to the training session the trainer should:

· Prepare copies of the PowerPoint Presentation for students.  In PowerPoint, select the PRINT command.  In the Print dialogue box, select Handouts and 3 to a page.  

· Prepare copies of Handouts for participants.

· Set up flipchart and have markers available.

· Turn on PC.

· Start the LCD Projector with the PowerPoint Presentation ready.

· If using transparencies, have the overhead projector on and the transparencies available.

Note:  It is important to monitor the time carefully throughout this training.  There are many areas that may lend themselves to group discussions, but it is very important to have complete control over the discussions and move on to the next topic when it is appropriate.  The following is a guide to help you stay on track:

Section
Slides
Timeframe

Introduction
Slides 1-5
15 minutes

Personal
Slides 6-9
15 minutes

Data
Slides 10-14
15 minutes

Office
Slide 15
5 minutes

Summary
Slides 16-17
10 minutes

Greeting and Introduction

***Good Morning.  My name is                        , and I’m here from                      . 

Note To The Presenter:
Give the group some personal information about yourself, such as:

· Your professional background

· Training experience (if applicable)

*** The personal information may be skipped if this presentation is being delivered by and to staff that are familiar with one another.

I’d like to thank you all for coming today to talk about security issues that you face as Child Support Enforcement staff, both personally and professionally.  There are many aspects of the Child Support Enforcement Program that involve security initiatives, but today we will focus specifically on the areas over which you have control.  We will discuss how you can directly contribute to ensuring personal, office and data security in the Child Support Enforcement Program.

Introduction:  What is Your Security IQ?

Note To The Presenter:
· Display PowerPoint slide 1 “What is Your Security IQ?”
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What is Your Security IQ?


The Child Support Enforcement Program has changed tremendously since its inception.  Technology is revolutionizing the way we do business.  Being aware of the effect technology has on you, your client, and the Child Support Enforcement Program will help to make you more cautious and more aware of necessary safeguards.

Let’s take a couple of minutes to do a quick exercise.

Introduction:  Exercise

Note To The Presenter:
· Display PowerPoint slide 2 “Introduction: Exercise”
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Introduction: Exercise


· Distribute handout # 1:  What Is In Your Wallet?

· Allow 2 minutes for the participants to do this exercise.

* Handout # 1:  What Is In Your Wallet?
Take a minute and in the shaded column of handout #1 list everything that is in your wallet that has any kind of identifying information on it.  Please do not look in your wallet – do this from memory.  You have two minutes to do this.

Did you list everything?  If you are not sure that you have captured everything, you are not alone.  Fewer than half of all Americans can name every item in their wallet without looking, and only 12% keep a written list of their wallet’s contents.  Please put the form aside for now.  We will fill out the second column later in this session.

Introduction:  Learning Objectives

Note To The Presenter:
· Display PowerPoint slide 3 “Learning Objectives”
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Introduction: Learning Objectives

•

Personal:  What can I do to protect my 

personal security?

•

Data: What can I do to help ensure that 

child support data is protected?


· Encourage questions from participants.  Ask them what their objectives are for this training.  This should be a participative session.

We will look at security from three different angles, Personal, Data, and the Office.  We will look briefly at security from a personal perspective, from a data perspective, and from a physical perspective – what you can do to make your office more secure.  

Introduction:  Learning Objectives

Note To The Presenter:
· Display PowerPoint slide 4 “Learning Objectives”


[image: image4.wmf]4

Introduction: Learning Objectives

•

Office: What can I do to make my office 

more secure?


We will focus on things that you can do to affect security in all these areas. You will learn ways to protect the critical data you come in contact with every day.  We will end by making a plan to put security measures into action.

Introduction:  Security is Everyone’s Responsibility

Note To The Presenter:
· Display PowerPoint slide 5 “Security is Everyone’s Responsibility”
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•

Child Support 

Workers

•

Managers and/or 

Supervisors

•

Systems Staff

•

Policy Staff

•

IV

–

D Directors


Who do you think is responsible for security?  Security is everyone’s responsibility.  In the next hour, we will focus primarily on how each participant in this room can take proactive action that will affect their personal and professional security.

It is no longer true that security is someone else’s responsibility.  What you do each and every day in your job and personal life has an effect on your personal and professional security.  The more aware you are of security as a whole, the more cautious you will be.  The whole point of this session is to make you more aware of your day-to-day actions and how they relate to security issues.  Many times we do things and are unaware of the consequences that our actions may have on our lives professionally and personally.

We will now look at the first area of security– our personal lives.

Personal:  Benefits of Technology

Note To The Presenter:
· Display PowerPoint slide 6 “Personal:  Benefits of Technology”
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Personal:  Benefits of Technology

•

Credit Cards

•

ATMs

•

Smart Cards

•

Online Internet 

Access 


· Using a flipchart, document how the information age has affected the lives of the participants in the last few days. 

· You might start the ideas flowing by giving the example of using your ATM card virtually everywhere, not only for getting cash– but also for gas, food, and movies – eliminating the need to carry cash.  

· Also you might suggest that people are now using the Internet for a variety of things – applying for mortgage loans, purchasing stock, research, travel accommodations and online banking.  Smart Cards to get on toll roads are also new and a direct result of advanced technology.

* Discussion Point – This is a good place for group interaction, but carefully monitor the time.  

Think about the last few days.  How has technology had an affect on your daily activity?

Technology certainly has advanced in a short time.  We could not do all this just a few years ago.  

Personal:  Downside of Technology

Note To The Presenter:
· Display PowerPoint slide 7 “Personal:  Downside of Technology”
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Personal:  Downside of Technology

•

Credit Cards 

•

ATMs

•

Smart Cards

•

Online Internet 

Access


· Solicit answers to the questions listed in the last paragraph on this page.

There is a downside to all of this wonderful technology. All of the information we just talked about and put on the flipchart is great, but what about all the information that we provide to get such benefits?  Technology has changed the rules of privacy.  

We go through life (inadvertently dropping crumbs of data about ourselves) providing data to marketing companies and businesses.  When we buy books, groceries, rent movies, or pay bills with credit and debit cards, we give away information about ourselves.  Databases are being kept on how often we travel, where and when we were born, what we buy, what prescriptions we use, and who we call.  

Have you ever heard of the term “shoulder surfing”?  Or “dumpster diving”?  How many people receive pre-approved credit card applications in the mail?  And what do they do with them?

Notes Continue on Next Page for This Slide

Many people do not realize how easily criminals can obtain our personal data without having to break into our homes.  In public places, for example, criminals may engage in “shoulder surfing” – watching you from a nearby location as you punch in your ATM code or telephone credit card number.  Even the area near your home or office may not be secure.  Some criminals engage in “dumpster diving” – going through your garbage cans or communal dumpsters or trash bins – to obtain copies of your checks, credit card or bank statements, or other records that typically bear your name, address, SSN or phone numbers. You should not just throw away your “pre-approved” applications.  Thieves scavenge through trash specifically for these.  And what can be done with all of this information?

Personal:  Increased Access

Note To The Presenter:
· Display PowerPoint slide 8 “Personal:  Increased Access”
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Personal:  Increased Access

•

Technology has increased access to 

personal data


· Distribute handout # 2:  Identity Theft - Real Life Scenarios.  Talk about some of the real life examples of how our information can be used.  There may be participants who have been victims of this or know someone who has been.

· “The Child Support Enforcement Program:  Securing the Future” is a video produced by OCSE that is designed to draw attention to data and physical security issues in child support enforcement.  The video uses real life scenarios and interviews to demonstrate that the careless use of, or unauthorized access to, the data could result in physical harm to the families we serve, and that the data could be used in criminal activities such as fraud and identity theft.  For more information on this or a copy of the video participants may contact Nancy Bienia at (202) 401-9274 or Danny Markley (202) 401-3440. 

* Handout # 2:  Identity Theft – Real Life Scenarios

How many of you have heard of Identity Theft?  Identity theft, or identity fraud, is assuming another person’s identity to obtain credit, credit cards from banks and retailers, steal money from the victim’s existing accounts, apply for loans, establish accounts with utility companies, rent an apartment, or obtain a job using the victim’s name. 

Identity theft is rapidly becoming an epidemic in the “Information Age,” the crime of this decade.  It is one of the fastest growing crimes in America.  

Notes Continue on Next Page for This Slide

Each year approximately 500,000-700,000 Americans become victims of identity theft.  Imposters run up huge debts, file for bankruptcy, and commit serious crimes.  It can take years for victims to restore their credit ratings and their reputations.

“The Child Support Enforcement Program:  Securing the Future” video has a clip on Identity Theft and is strongly recommended if you have not seen it.  How many of you have seen it?  It is available through OCSE and is being used in many agencies to support security initiatives.

There is an emerging fight in American society over protecting personal information.  As data becomes more easily amassed, stored and transferred electronically, many are finding that there are few safeguards.  You must treat your information just like a child. You need to know where it is at all times, who has access to it, and what is being done with that access.

Now, let’s look back at the sheet you filled out earlier with the information you thought was in your wallet.  Take a minute and look in your wallet.  What information did you miss?  Write it in the second column.  What if your wallet had been stolen?  Would you know whom to contact to report the loss?  How long do you think it would take for someone to use the information?  In the time since we filled out the form a short while ago, identity theft could have occurred and thousands of dollars could have been charged.  Let’s look at some ways to protect our personal information.

Personal:  Protection

Note To The Presenter:
· Display PowerPoint slide 9 “Personal: Protection”
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Personal:  Protection

•

What I can do to protect my personal 

information?


· Distribute handout # 3:  Tips – Keeping Your Identity Your Own, handout # 4:  Steps to Protect Your Privacy, and handout # 5:  Privacy Survival Guide – How To Take Control of Your Personal Information.

* Handout # 3:  Tips – Keep Your Identity Your Own

* Handout # 4:  Steps to Protect Your Privacy

* Handout # 5:  Fact Sheet # 1:  Privacy Survival Guide – How To Take Control of Your Personal Information

* Discussion Point – This is a good place for group interaction, but carefully monitor the time.

These handouts give you a tremendous amount of very valuable information.  Please take the time to read them. It could mean the difference between being a victim or protecting your identity.  You will find information in these handouts on:

· How to keep your identity your own.  How many of you have a shredder?  Buy a SHREDDER!

Notes Continue on Next Page for This Slide

· How to get a copy of your credit report.  It is vital to know what is being reported on your credit report.

· How to be removed from “pre–approved” mailing lists.

· How to find out what kind of medical information is being shared about you.  Could you imagine what might happen if your grocery shopping habits were being shared with a prospective provider of health insurance?  (Cigarettes, alcohol, or the amount of high fat content foods, etc.)

Now we will look at how all of this relates to the data we come in contact with on a daily basis in our professional lives.

Data:  Work

Note To The Presenter:
· Display PowerPoint slide 10 “Data:  Work”
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Data:  Work

•

How does this relate to our work lives?

–

NCP data

–

CP data

–

Dependent data


So, how does the information we have covered so far relate to our professional lives?   

Think about your office right now.  If I were to walk into your office, would it be easy for me to see information about a Non–Custodial Parent, Custodial Party or dependent?  Are all of your files locked?  Do you have diskettes or reports lying around containing confidential information?  What might be accessible to the cleaning crew after hours?  Are all the case files, reports and other documents which contain confidential information secured?  Think about it.  You could unknowingly be supplying someone with critical information that could be used for identity theft or some other inappropriate purpose.  We need to translate our personal security measures into protecting the information of the people we serve.

Data:  Information

Note To The Presenter:
· Display PowerPoint slide 11 “Data:  Information”
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Data: Information

•

State

–

wide system

–

Printouts

–

Hard files

–

Correspondence

–

Diskettes


* Discussion Point – This is a good place for group interaction, but carefully monitor the time.

Do you have locking file cabinets?  Have you ever walked away from your PC while the statewide automated child support enforcement program system was up and available for anyone to view? Have you ever opted to throw away correspondence or printouts of CP or NCP information instead of shredding them?  What about forms that you print out that miss–feed so only a partial, unusable form is printed?  Do you think that you might have unwittingly contributed to making someone else's confidential information available?  Your office does have a shredder and you use it regularly– correct?

We need to take proactive action to protect the very valuable information at our fingertips. Advocacy groups working on privacy issues have expressed concern over child support agencies’ broad access to personal data for clients and non-clients alike.  Should access be rescinded, child support agencies would have a much more difficult time carrying out their child support duties—a lose-lose situation for both the agency and clients.  

Notes Continue on Next Page for This Slide
Lost trust and access to locate sources would be difficult, if not impossible, to regain.  Could you imagine walking into your office and turning on your PC and finding out your access to the motor vehicle files, employment files, and credit bureau files was denied.  The very bread and butter of the Child Support Enforcement Program would be compromised.

Data:  Confidentiality

Note To The Presenter:
· Display PowerPoint slide 12 “Data:  Confidentiality”


[image: image12.wmf]12

Data:  Confidentiality

•

What does it mean 

to me?

–

Your State 

Requirements

–

Your State Penalties 


· This area is for state specific use.  You will need to gather and distribute any pertinent documents.  Handouts should be provided that relate to your agency’s disclosure policies and penalties for violations.  

So, what would happen if you unknowingly (or even possibly knowingly) misuse the confidential information to which you have access?  For most child support workers, violation of the rules governing security would be a civil or criminal offense, resulting in suspension or loss of employment, the imposition of fines or jail time, and the potential for personal financial liability.

Do you know what penalties you and/or your state would suffer if you provided information to inappropriate personnel?  

Does your state have clear regulations on what constitutes misuse of data?  And how would you report misuse of data? 

Does your state have written policies and procedures to follow if someone is suspected of misusing data?  For example, administrative leave with/without pay, suspension, etc.

Data:  Federal Disclosure

Note To The Presenter:
· Display PowerPoint slide 13 “Data:  Federal 
Disclosure”
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Data:  Federal Disclosure

•

§453 & §463

–

Who, Why, How and 

What can be 

disclosed

•

Know what your 

limitations are

 

· Distribute handout # 6:  Requests for Information from the Federal Parent Locator Service.

· This can be a very complicated issue and can lead to in–depth case specific questions. Be careful to monitor your time.  

· Distribute handout #7 and go over each scenario with the class and provide the appropriate answers:


# 1 = No.  A police officer is not an authorized person under the statute.                                                     


# 2 =Yes. §453













# 3 = Yes. §453













# 4 = No.  A Grandmother is not an authorized person under the statute.  





# 5 = No.  This is not an authorized purpose for which a social worker may request this information under 



either statute.  












# 6 = No.  A private attorney is not an authorized person under statute.

· After the class exercise, if it appears the audience is unfamiliar with these sections, you might want to pursue further training through OCSE on this matter.  This area is covered in depth in the Social Security Act §453 and §463, AT 99–09 and 45 CFR 303.70.02, 1 which are all accessible on the OCSE website and also covered in the course entitled: The Child Support Enforcement Program:  Securing the Future.

*Handout # 6:  Requests for Information from the Federal Parent Locator Service

*Handout # 7:  Case Scenario Exercise
Notes Continue on Next Page for This Slide
In addition to your state’s regulations, the federal government is required to safeguard the data they maintain and distribute to states.  State and local child support agencies are required to understand and adhere to federal disclosure laws.

In every circumstance when using Federal Parent Locator Service (FPLS) information, it is important to use the two-pronged test.  

· Who (is asking for information)

· Why (for what purpose are they asking for the information)  

Once it is determined that the Who is an authorized person and the Why is for an authorized purpose, you can proceed to determine How you should provide the information and What exactly can be disclosed.   For the FPLS, the laws are very specific.  And the penalties are very clear.  It is important that you are aware of when it is appropriate to disclose information and the penalties for doing it inappropriately.  This awareness is vital.

Data:  Protection

Note To The Presenter:
· Display PowerPoint slide 14 “Data: Protection
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Data:  Protection 

•

What I can do to protect Child Support 

Enforcement Program data


· Distribute handout # 8:  Password Checklist and handout # 9:  Computer Security Checklist. 
* Handout # 8:  Password Checklist

* Handout # 9:  Computer Security Checklist
* Discussion Point – This is a good place for group interaction, but carefully monitor the time.

There are many things that are in your direct control that you can do to help protect the data of the Child Support Enforcement Program.  In the handouts you will see several tips, which include but are not limited to:

· Never let anyone use your password.

· Never work under someone else’s password—most computer systems maintain audit trails of who did what and which records were accessed.

· Think about when you record interview information on-line.  Make sure your computer terminal is not displaying case information when someone comes into your office. 

Notes Continue on Next Page for This Slide
· Shred confidential documents, or documents containing personal data, before disposing of them.  Do not throw away a hardcopy page 
of information printed from your CSE system in the trash can.  Be aware of what data it contains.

· Keep eyes and ears open.  Look for things that don’t look right—suspicious people or people doing suspicious things.  Report these things to designated personnel or supervisors in your office.

Office

Note To The Presenter:
· Display PowerPoint slide 15 “Office”
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Office

•

What I can do to protect my physical 

environment


· Distribute and discuss handout # 10:  Physical Security Checklist.

* Handout # 10:  Physical Security Checklist

We have talked about our personal security and data security.  Now let’s take a few minutes to talk about how we can help make our physical environment more secure.
Child support offices can be targets for theft, unauthorized entry and access, threats, and physical abuse and harm.  Effective barriers, both physical and psychological, can reduce the likelihood of these threats.

Security awareness should be built on a broad base.  This base begins at home, continues while on the street and on public transportation, and culminates with sound security planning and practices in the employees' work areas.

Think Security.  Each person is a "deputy" in the effort to maintain proper security.  Good security practice flows through an organization.  The key point is to recognize unusual activity.  

Many crimes are directed toward individuals or offices that have little or no security planning in place. Take stock of your present measures and recognize possible weak points.  Remember that we need to be proactive in all areas of security!

Summary

Note To The Presenter:
· Display PowerPoint slide 16 “Summary”
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Summary

SECURITY IS EVERYONE’S 

RESPONSIBILITY!


Child support agencies are in an enviable position regarding their investigatory tools:  New Hire Directories, the Federal Case Registry, National Law Enforcement Tracking System (NLETS), credit bureaus, licensing agencies, and the IRS.  Child support staff has privileged access to many resources unavailable to other governmental agencies and private entities.

With such access come responsibility, and the expectation that information accessed and gathered will be absolutely protected from misuse. Should the trust be broken, should child support agencies become lax resulting in a breach in confidentiality, privileged access could be significantly curtailed, if not lost completely.

Protecting child support data in the “Information Age” brings about the need for tighter security and controls.  

Security Action Plan

Note To The Presenter:
· Display PowerPoint slide 17 “Security Action Plan”
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Security Action Plan

•

What are you going to do now?


· Distribute handout # 11:  Action Plan.

* Handout # 11:  Action Plan
We have talked about how technology can have a positive and negative affect on us personally.  We have talked about the Child Support Enforcement Program and the enviable position we are in with our resources. We have talked about who we can give access to and for what purpose.

How does this all fit together?  We have access to valuable information that we are responsible for safeguarding.  Data in the wrong hands leads to identity theft and fraud.  Do we want to be responsible for being the cause of identity theft for a Non-Custodial Parent or Custodial Parent?  How about ourselves?  Do we want to lose access to our valuable resources for failing to safeguard them?

Create an action plan (to-do list) of things you can do to help protect and safeguard the privacy and security of the child support data for your office/agency.  Create an action plan (to-do list) of what you can do to protect and safeguard the privacy and security of yourself and your own personal data.
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